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BO3POCﬂO Ko/in4yecrBoO Kpax Cc 6aHKOBCKUX CYETOB rpaxgaH

"naBHoe ynpaeneHve MBI Poccun no Huxeroponckoi obnactn obpailaet Bawe BHUMaHne
Ha 3Ha4YMTeNbHOe yBennyeHne Ha Tepputopun Hmnxeropoackor obnactv konnyecTea
3aperncTprMpPOBaHHbIX XULWEHNIA OEHEXHbIX CPEACTB rpaXxaaH, COBEPLEHHbIX Pa3NNYHbIMMI
cnocobamu.

Mo ntoram nepsoro NONYroaus TeKylwero roga Ha TeppUTopun permoHa Konm4ecTso
3aperucTpMpoBaHHbIX MOLUEHHUYECTB YBENUYMNOCHb Ha 13%

(Do 2412). Tak>xe BO3POCNO KONMNYECTBO Kpax

c 6aHKOBCKMX CHETOB rpaxaaH. bonee 75% OaHHbIX NPECTYNNEHN COBEPLIEHO
6eCKOHTaKTHbIM CNOCOBOM, TO ECTb C UCMONb30BaHNEM CETU VIHTEPHET, CPeaCTB COTOBOM
CBs13U, ¢ 6AHKOBCKMX KapT.

B HacTosiLLee BpeMsi Haubonee pacnpocTpaHeHHbIM CNOCO6OM coBepLUEHUS
npecTynneHun B jaHHon cchepe siBnsieTcs XxuweHue ¢ 6aHKOBCKMX KapT rpaxpaH. 3oy
MbILWIEHHWUKW NO TenedoHy NpPeacTaBNsoTCA COTPyaAHMKaMU cnyx6 6e3onacHoOCTy
pasnuyHbix 6aHKOB 1 NOA Pa3NMYHbLIMKA NPEANOraMmn NONyYatoT OT NOTEPNEBLIMX

Homep B6aHKOBCKOW KapTbl, KOA

CVvV

(3 uMdbpbl Ha 06paTHON CTOPOHE KapThl), a TakXe Maponu, NPUXoanBLINE No

SMS

, HeobXx0OMMble ONs NPOBEAEHUS (OMHAHCOBbLIX ONepaumii.

Tak>xe 3M10yMbIWNEHHUKN MOTYT COOOWNTL MOTEepPneBLWM 0 HEOOX0AMMOCTMN YCTAHOBNEHMS HA
CMapTAdOH, KOMMbIOTEP UKW MNaHWeT pasnuyHbix nporpamm («Anydesk», «Quick support», «T
eamviever» ” gp.),

BblAaBas ux, B TOM YnCne, 3a aHTMBUPYCHbIE,

NO3BONSIOWMX MOWEHHNKAM ANCTAHUMOHHO, YyNPaBasaTb CMapTGOHOM, HOYTOYKOM Mnn
NNaHWeToM

N, KaK CneacTBue, OCYLWECTBNATL OHNAH NepeBoabl OT MMEHU NOTEPMNEBWINX YEPES UX
NNYHbIA KabuHerT.

OGpamaeM BHMMaHWe, 4TO B XoOe Tene@OHHbIX pa3roBOpoB MOWEHHUKN MOTyT coobwmnTb
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BalWM nepcoHanbHble gaHHble: PO, paTy poxAeHusi, nacnopTHbIe AaHHble, a TakXe Aaxe
nocnenHwe onepauuy no sawmm cyetam. Kpome 10ro, NpecTynHuKn, MCnonb3ys
BO3MOXHOCTHY IP-TenedoHnn, MOryT OCywWwecTBASTb 3BOHKN C aDOHEHTCKMX HOMEPOB, CXOXMX
NN NOEHTUYHBIX OMLManbHbIM HOMepaMm 6aHKOB, yka3aHHbIM Ha 0O0POTHON CTOPOHE KapT.

Y100bl HE CTaTb XEpPTBON NOAOOHBIX NPEeCcTynneHunii, He06X0AMMO NOMHUTb, YTO HACTOAWMNE
COTPYOHMKM BAHKOB HUKOrAa He 3BOHSAT K/IMEHTaM M HE NMPOCAT COOBWMNTbL UM Kakyro-nnbo
MHGOOPMAaLMIO, KacalowWwycs Kak MX NepCcoHanbHbIX AAaHHbIX, Tak 1 6aHKOBCKOW KapTbl. Hu
NpW Kaknx 06CToSITENbCTBAX HE pasrnawanTte HUKOMY, BKloYas COTPYAHNKOB 6aHKOB,
naponn Ha npoBefeHve onepauuii. Maponb ons Bxona B cuctemy «bank OHnaiiH» 970 Bawa
nMYyHas KoHpuaeHUnanbHas nHgopmaums. Takxe HU B KOEM CllyYae He CTOUT
yCTaHaBnmBaTb MO NPOCbOe HEN3BECTHBIX NUL, Kakne-nnbo NpunoXxeHns (Mporpammbl).

MpunoxeHue: NMNamsaTka.

UHble cnocobbl MOLUeHHU4YecTBa coBéepLUeHHble OUCTaHLLUOHHbIM CrocoO6oMm.

C ucrnonb3o0BaHneM cetu VIHTepHer:

1. lytem nonyyeHns npenonnatsl B pasamepe 40 100% 3a ToBap wiu ycyry ¢ NOMOLLUbHO
co3naHus «o0A4HOAHEBHbIX» NHTEPHET-Mara3nHoB 1 CarToOB-ABONHNKOB; C NCM0/1b30BaHNEM
VIHTepHeT-nnowanok rno rnpogaxe toBapoB un yciyr (cantel «ABUTO», «KOna» mn 4p.); B
coumanbHbIX CeTax «B koHTakTe», «OaHOKNACCHUKN» U T.4.

lpexne 4em 3akasatb ToBap B VIHTEpHETE, rnoyntamnTe OT3bIBbl HAa pa3HbIX canTax 0 gaHHOM
WHTEPHET-MarasnHe win BUPTyalbHOM rpoAasLe, B C/1y4ae Ha/in4ms Bbl cpasdy OOHapyXuTe
oTpuLAaTesibHbIe 0T3bIBbl, OTCYTCTBMNE OT3bIBOB O BbI6PAHHOM BaMun UHTEPHET-MarasnHe
roOBOPUT O KOPOTKOM repmose ero CcyluecTBoBaHus. BHumarenbHo
unTarite Ha3BaHus VIHTEpHeT-marasnHa, TemM caMbiM Bbi nzbexxute caitoB-K/10HOB.
Crapavitecb n3berarb rnokyrnku ToBapa no npegonnare. Ecnu

LieHa ToBapa ropa3sfno HUXe LieHbl B 00bI4HbIX PO3HUYHbLIX Mara3uHax, B Apyrux
WHTEPHET-MarasnHax, 1mbo Ha PbIHKE B LIE/IOM (Hanpymep, rnpy npoaaxe aBToMalyHbI o
3aHUXXEeHHOW CTOMMOCTH), 3TO 10BOLA HACTOPOXUTLCS.
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2. lytem nonyeHns nHgbopmaLmmy ot 1nua, pasmecTusLero obbsIBeHNe 0 npoJaxe
Kakoro-nnbo ToBapa, 0 Mo/HbIX PekBU3UTax ero baHKOBCKOM KapTbl (HOMEP, CPOK AEVCTBUS,
AaHHble gepxarensi, CVC-koa)l skobbl C LUeNbK BHECEHUS MPEeaoniarbl, C nocnenyrowmm
XULEHNEM C HEE [ €HEXHbIX CPEACTB, NCMOb3YS MOMYyHEHHbIE NaHHbIE.

He coobyaiite Hen3BEeCTHOMY KaKkyro-1mbo NHGpOpMAaLMIO, Kacarolytocsi 6aHKOBCKOM KapTbl -
715 OCYIeCTB/IeHNs nepesBoaa TpebyeTcs ToNbKO
WeCTHaALaTN3Ha YHbIVi HOMEepP KapTbl

Hu npuv kakux obcTositenbcTBax He coobuwanTe naponv Ha rnposeageHue onepaumii. lNaposnb
418 Bxoga B cuctemy «baHk OHnaviH» aTo Balla Tn4Hasi KOHGUAeHUManbHas MHGbopMaLms.

3. [NyTem nony4eHns AeHEeXHbIX CPeaCTB OT NOTEPNEBLWNX NPy SIKOObl BHECEHUM CTaBOK Ha
QPOHAOBLIX U UHbIX BUPXKaX.

/7,06)/(,[{6 4YeM BHOCUTb [EHbI, NOYNTaUTE OT3bIBbI HA Pa3/INHHbIX canrtax B MHTe,DHeTe,
y3Hal7ITe, K ropucankunmn kakou CTpaHbl OTHOCUTCA LesTe/ibHOCTb HAaHHou opraHun3almu, a
Tak>ke O3HakKoMbTecChk C rnpaswjiamMn v yC/ioBusamMn ee 4esTe/ibHOCTH.

4. Banom ctpaHuL nonb3oBarenevi B COLUMabHbIX CETSX, B OCHOBHOM «BKOHTakTe» u
«OOQHOKNACHUKWN», N PACChITIKA COOBLUEHWI «4pY3bSIM» OT UMEHU [AHHOIO 0/1b30BAaTENS C
npocbb0oVi 000NXKUTb LIEHEr, KOTOPbIE HYXXHO NMEPEeBECTN Ha yKa3aHHble abOHEHTCKME HOMEpPa
nnu 6aHKOBCKMe KapTbl.

lNpexnae 4em ocylecTBUTL NepeBos, MO3BOHUTE CBOEMY APYry, OT KOTOPOro MpuLLIo
coobleHme, 1 yTOHHUTE MHGPOPMAaLNIO.

C ncnonb30BaHMeM cpeCcTB COTOBOV CBS3M ryTeM coobileHns rpaxnaHamM 3aBeqomMo 10XXKHOM
UHgbopmaumnu.
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1. O HapyweHun nx 6an3KuMm poLCTBEHHUKaMN [EeViCTBYOLEro 3aKoHOAaTe1bCTBa
(coBepwernune LTI, npuynHEHNE TeNECHbIX NOBPEXLEHUM, XPaHEHNE HAPKOTUKOB U T.11.) C
Lenbio nepeaa4qn noTeprneBLnMmn JEeHEeXHbIX COEACTB Hepe3 rnocpenHKoB, 1Mbo nepesosn ux
yepes3 TepMUHasbl onnatbl 4715 paspeLeHns CroXxmsLwencs cutyaunn. oy 3ToM MOLWEHHWKU
cTaparoTcs AepXKarb «XepTBy» BCEraa Ha CBs3au  C LE/TbH UCKITHOHEHUS Kakux-nnbo
LeViCTBUV C ee CTOPOHbI M0 MpoBepKe UHGbopMaLUm.

Heobxonumo rnepe3BoOHUTb Ha N3BECTHbIEe aboHeHTCcKne Homepa /Ly, KOTOpbIM
npencrasssgaercs 3/10YyMbll/1eHHUK, nmbo pPOLCTBEHHUKAaM, C LUeJ/ibHO BbISCHEHNS
LeViCTBUTE/IbHOCTYU ripon3ouwenumnx COBLITUA. nOI'I,DOCMTb 3BOHSILLEro Ha3BaTb Kakme-nmbo
daHHble /inla, KOTOpPbIM OH rnpedcras/isercs (CD.M.O., dara po>X4eHns, Mecto >KUtel/ibCrBa,
LaHHbIe PO4CTBEHHNKOB, Kakune-nnbo QaKkTbl U3 XN3HU U T.,ﬂ.).

2. O 6n10knpoBKe 6aHKOBCKOW KapTbl ryTeM paccbiikn SMS-coobweHuii v nocnenyrowero
MHQOOPMUPOBaHNSI 0 HE0b6X0AMMOCTV [ a/lbHEVero BBeAeHNs psaa komaHg ¢ baHkomara.

lNpexnae 4em BbinonHsSITe Kakne-nnbo AercTBns ¢ 6aHKOBCKOV KapTou, nepe3BoHnTe B b6aHK u
YTO4YHUTE MHGbOopMaLMIO.

3. O BO3MOXXHOCTY MOYyHEHNS KOMIEHcaUmm 3a paHee rnpunobpeTeHHbIe HEKa4eCTBEHHbIE
TOBAPb! UM OKa3aHHbIe yCnyru, AJ/1s1 Hero HeobxoamnMo NEPEYNCINTL ONPeaeneHHbIN MPOLEHT
OT ronararolevicsi CyMMbil.

Cne,ayer 3Harb, HTO pas/indHble KOMrieHcaunn Bbirnia4nBaroTCs rpa>xgaHam 10/1bKO rnpu nx
JINYHOM MTNCbMEHHOM OépaLLleHl/ll/l B COOTBeTCTByrOwne opraHn3aumnn. Hukakne npoLeHTbl 3a
Bbiriiary KoMreHcaumi He yrina4inBarorcs.

4. 51kobbi U3 MONNKINHUKN Mn 60/1bHULLI O TOM, 4TO ¥y Bac win y Bawwx poacTBeHHUKOB
06HapyXunu CTpallHbIi anarHo3 v 4Tobbl Bbl1e4nTb 601€3Hb, HE0OX04MMO NePEBECTN AEeHbIM
3a nekapcraa.

Heobxonumo [MOMHUTb, HYTO HACTOSILUNI Bpa4q Hnkorga He 6yﬂer 3BOHUTbL BaM 1o TeneqpoHy v

4/6



MB [, HanoMnHaeT, KaK He cTaTb XepTBOM MOLLUEHHUKOB.

AsTtop: NaspuH O.C.
28.08.2019 10:41

coobuwars o «CTpallHOM gunarHo3e» Ujin rpocuTb rnepeBecTn eHbrn 3a Jiekapcrsa.

5. C npocbbovi KynuTe MpoayKTkl, CIMPTHOE, LBETbLI U T.M., AOCTABUTL UX 110 yKa3aHHOMY
aapecy, a nornyTHoO NEPeYNCINTL [EHEXHbIE CPEnCTBA HA TENEQPOH  C 3aBEPEHUEM, HTO
L eHbrvi BEPHYT 10 npubbITUIO Ha aApec 3akas4uka.

Ecnu Bkl ncrionHsiete Kakoe-nnmbo rnopy4eHne rno Te1egooHy, AOCTaBASeTe 3aKkasbl, TO He
cnenyer nepeBoaunTb AeHbrM Ha HE3HaKOMbIe Te/leqPOHbI, cHa4Yasa AocTaBbTe ToBap o
Ha3Ha4YeHuro N Ha MecTe OrnpenenTeCh C 3aKa34uKoM.

Kpome ancraHUMOHHbIX MOWEHHNYECTB rpaxXaaHe CTaHOBSITCS XePTBaMU U KOHTAKTHbIX
MOLIEHHNYECTB, COBEPLUEHHbIX M04 BULOM COLMATbHbIX PabOTHUKOB, COTPY.AHWNKOB Pa3/nyHbIX
opraHu3aumi (ropras, ropcBert, [leHCUOHHbLIVI QPOHA, MEANLMHCKNE PAOOTHUKN U T.A4.).
lNpeanoramu MoryT 6bITb: CPO4HbIVI 0OMeH feHer, HanbaBKu K neHcum,
rpoBepKa ra3zoBoro wiv BoASIHOro obopynoBaHus, nepepacHet KBapTraarsl, NpeMmm
BeTepaHam, npogaxa bA.Llos, MeanUmHCckux npnbopoB win APyrux pasinyHbix TOBapoOB Mo
JIbrOTHbIM LeHaM u T.4. OCHOBHas Le€/lb 3/10YMbIlL/IEHHUKOB — y3Harb, r4e XpaHsTcs
LeHeXHble CPenCTBa «XepTBbl», [10C/1€ HYero OTB/ie4b ee BHUMaHue 1 COBEPLINTL UX XULEHHE.
Takxxe npeasnoroM Moxer bbITb ragaHve, CHETne
SIK0bbI HAI0XXKEHHOWI Mop4u, UcLieseHne o1 3aboneBaHuii.

Kak noHsiTb o6 MaH:

- 06 06MEHEe AEeHEXHbIX CPEeACTB WU NMPOBELEHNN Kaknx-1mbo peghopm 3apaHee byner
coobuartbcs B pasnnyHbix CMU (teneBuneHne, paavo, nedarHble n3naHusl), B OT4ENEHUSIX
6aHKOB, yHPEXAEHUSX COLMNAaTbHON MNOMUTUKY, MEHCUOHHOIro QooHAa 1 T.4.

- Y3HarTb, YTO 3a OpraHu3auno NPEACTaB[IoT NPUILELWNe 1, MO3BOHWB TyAa, y3HaTb, €CTb /1n
Tam TaKkue CoTpyaHVKN 1 MPOBOANTCS 1M 06X04 AOMOB 110 0603HA4EHHOMY BOMPOCY;
MonpoCUTbL MNPEABLSBUTL Y.4O0CTOBEPEHNE;
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- yB€4OMUTb POACTBEHHNKOB (xenareano rioripocuTb riog 'bGX&Tb),'

- MO3BOHUTBL W/IN NMNO3BAaTb COCENEN;

- MO3BOHUTbL 3aKPEMNIEHHOMY COLManbHOMY PabOTHUKY;

- He CTOUT NOKYynarb y HeU3BECTHbIX HUKAKNX J1EKAPCTBEHHbIX MPenaparos,
ra3oaHann3aTtopoB, CHETHNKOB, GOUIbLTPOB A/15 BOAbl, XO3SMICTBEHHbIX TOBAPOB, MEAULMHCKNX
rMpunbopoB U T.11.
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